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General Instructions :

(i) Please read the instructions carefully.

(it)  This question paper consists of 24 questions in two Sections : Section A
and Section B.

(iti) Section A has Objective Type Questions, whereas Section B contains
Subjective Type Questions.

(iv) Out of the given (6 + 18) = 24 questions, a candidate has to answer
(6 + 11) = 17 questions in the allotted (maximum) time of 3 hours.

(v)  All questions of a particular section must be attempted in the correct
order.

(vi) Section A : Objective Type Questions (30 marks) :
(a)  This section has 6 questions.
(b) There is no negative marking.
(c) Do as per the instructions given.
(d)  Marks allotted are mentioned against each question/part.

(vii) Section B : Subjective Type Questions (30 marks) :
(a)  This section has 18 questions.
(b) A candidate has to do 11 questions.
(c) Do as per the instructions given.
(d)  Marks allotted are mentioned against each question/part.

SECTION A
(Objective Type Questions) (30 Marks)
1. Answer any 4 out of the given 6 questions on Employability skills. 4 x1=4
(1) Identify the preposition in this sentence —
“The shop is at the end of the road.”
(A)  the (B) of
(C) at (D) s

(i1) Define the term “Stress”.
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(iii) Which of the following is not a part of the “Big Five Factors” of
personality ?

(A) Neuroticism (B) Openness
(C) Timely (D) Agreeableness
(iv) How many textboxes does the first slide of Libre Office Impress
have by default ?
A 3 (B) 4
< 1 (D) 2
(v) is a company that is in the first stage of its operation.
(A)  Venture (B) Merger
(C) Startup (D) Traditional Business

(vi)  Which of the following is not a Green House Gas ?

(A) Nitrogen (B) Methane
(C)  Nitrous oxide (D) Carbon dioxide
2. Answer any 5 out of the given 7 questions. 5x1=5
(1) is a lightweight Data Transport Protocol that works on
top of IP.
(A) TCP (B) IP
(C) UDP (D) FTP

(i1)  Which of the following is a hierarchical topology in which there are
multiple branches and each branch can have one or more basic
topologies ?

(A) Star (B) Ring

(C) Bus (D) Tree
(i11) MAN in computer networks stands for :

(A) Metro Area Network

(B) Metropolitan Area Network

(C) Manpower Area Network

(D) Mass Area Network
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(iv)

(v)

(v1)

(vii)

(A)
(®)

tablets, mouse, printers, etc., placed in a small office.

(A)
(B)
©)
(D)
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is a network device that can receive the data, analyse it
and transmit it to other networks.

Hub (B) Switch
Router (D) Repeater

is a network that connects computers, mobile phones,

Personal Area Network
Metropolitan Area Network
Local Area Network

Wide Area Network

Which of the following is an eight-pin connector that is used

exclusively with ethernet cables for networking ?

RJ45 (B) Switch
Router (D) Repeater

(A)
©)

Modem stands for ‘Modulator Demodulator’.

Answer any 6 out of the given 7 questions.

(1)

(i1)

[]

AD DS organises data in a hierarchical structure consisting of :

(A)
(B)
(©)
(D)

Domains, Trees and Forests
Partitions and Regions
Layers and Sublayers
Entities and Domains

AD DS stands for :

(A)
(B)
€
(D)

Active Domain Directory Servers
Active Domain Directory Services
Active Directory Domain Services

Active Domain Directing Service

7

(True/False)

6x1=6
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(iii) PowerShell is built on
(A) C++ Common Language Runtime
(B) .NET Common Language Runtime
(C) GPO
(D) Oracle Database Runtime

(iv) A domain controller is a server that does not respond to
authentication requests and verifies users on computer networks.

(True/False)

(v)  Which of the following is not a benefit of domain controller ?
(A) Potential to be hacked
(B) Encryption of user data
(C) Centralised user management
(D) Enables resource sharing for files and printers

(vi)  Identify the main component of GPO.
(A)  GPO Objects
(B) GPO Policy Settings
(C) Both (A) and (B)
(D) Group Domains

(vii) stores information about objects on the network and
makes this information easy for administrators and users to find
and use.

(A) PowerShell

(B) Linux

(C) Active Directory

(D) Automation Platform

4, Answer any 5 out of the given 6 questions. 5x1=5

(1) The ‘chmod:” command is used :
(A) To change the file owner
(B) To change file permissions
(C) To change group ownership
(D) To print user and group IDs

371 [] 9 P.T.O.



371

[=14 ]
g
EL:-.

(11) Execute + Write YUY 2150 T foradd 2

(A) -x B) rw-
(C) -wx D) r-w
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(i1) The symbol for Execute + Write permission types is

A -x (B) rw-
(C) -wx D) r-w
(i11) Linux is an open-source operating system (OS). (True/False)

(iv)  In Unix/Linux, you cannot run a program if the execute permission
is set. (True/False)

(v)  Which of the following is used to separate the components in Linux
as an alternative ?

(A) comma (,) (B) dot ()
(C) back slash (\) (D) forward slash (/)
(vi) The is a text-based interface used to control a Linux
computer.
(A) Linux Terminal (B) Superuser
(C) PowerShell (D) AD DS
5. Answer any 5 out of the given 6 questions. 5x1=5
(1) A 1s an attack meant to shut down a machine or

network, making it inaccessible to its intended users.
(A) DoS attack
(B) Phishing attack
(C) Man-in-the-Middle attack
(D) Trojan attack
(i1) At which layer are proxy firewalls implemented via a proxy

device ?
(A) Physical (B) Application
(C) Transport (D) Network

371 [] 11 P.T.O.
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(A) B (B) ITIL

(C) T (D) UHaRE
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A 7 (B) 18

(C) 20 (D) 22

o 0
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T TR AT © 2
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(C) il e (D) s EaTd
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(i11) A firewall that can check for legitimate connections and source and
destination IPs to determine which data packets can pass through
is called

(A) Packet filtering firewall
(B) Hardware firewall
(C) Stateful inspection firewall

(D) Internet connection firewall

(iv)  Which of the following is a kind of software used to prevent, scan,
detect and delete viruses from a computer ?

(A) Malware (B) ITIL
(C) Linux (D) Antivirus

(v)  The port number used by the SSH Remote Login Protocol is

A) 7 (B) 18
(C) 20 (D) 22

(vi)  Which of the following is the main task in Network Security ?

(A) It contains new software that helps keep your computer
current.

(B) It provides information on whether a device’s ports are open,
closed or filtered.

(C) It involves access control, activating antivirus software,
application security, etc.

(D) It automatically updates the operating system.

6. Answer any 5 out of the given 6 questions. 5x1=5

(1) Which of the following deals with stakeholders in almost every
process and throughout the ITSM organization ?

(A) External customers (B) Stakeholders

(C) Internal customers (D) IT services

371 [] 13 P.T.O.
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ITIL core publications include a set of five manuals which are :

(A) Service Strategy, Service Design, Service Transmission,
Service Operation and Continual Service Management.

(B) Service Strategy, Service Design, Service Transition, Service
Operation and Continual Service Management.

(C) Service Management, Service Design, Service Transition,
Service Operation and Continual Service Management.

(D) Service Management, Service Design, Service Transmission,
Service Operation and Continual Service Management.

Read the statements and choose the correct option :

(I) ITIL V2 has 10 processes and 2 functions.

(II) ITIL V2 emphasizes on service design and service strategy.
Options:

(A) Both (I) and (II) are correct

(B) Both (I) and (II) are incorrect

(C) Only (I) is correct

(D)  Only (II) is correct

Problem management recommends three phases to follow. Choose
the correct phases.

(A) Problem identification, Problem control and Error control
(B) Problem facing, Problem control and List out errors
(C) Problem identification, Error listing and Planning for future

(D) Problem identification, Recovery strategy and Planning for
future

Neha works in an electric scooter assembling company. She
purchased an electric scooter from the company at a discounted

price. Neha is an customer.
(A) External (B) Internal
(C) Active (D) Extrinsic

ITIL is a framework providing best practice guidelines on all
aspects of end-to-end service management. (True/False)

15 P.T.O.
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SECTION B
(Subjective Type Questions) (30 Marks)

Answer any 3 out of the given 5 questions on Employability skills. Answer each
question in 20 — 30 words. 3xX2=6

7. Explain how “past experiences or mindset” act as a barrier to active
listening. How can one overcome it ?

8. Define ‘Self-Awareness’ and also give an example of how one can be
self-aware.
9. Mention four ways in which text can be aligned in a slide.

10. Briefly explain any four types of entrepreneurs.
11. Name any two green jobs in the following sectors :
(a) Solar and wind energy sector

(b)  Agriculture sector

Answer any 3 out of the given 5 questions in 20 — 30 words each. 3x2=6
12. What is Linux File System Structure ?

13. Define Root Cause Analysis.

14. What is Information Security Policy ?

15. Enlist some limitations of a Domain Controller.

16. Explain Star Topology with a diagram.
Answer any 2 out of the given 3 questions in 30 — 50 words each. 2x3=6
17. Write areas where ITIL plays an effective role.

18. What is a Malware ? What are the different types of Malware ?

19. Explain the Mesh Network Topology, with the help of a diagram.

371 [] 17 P.T.O.
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Answer any 3 out of the given 5 questions in 50 — 80 words each. 3x4=12

20. In a computer system, describe the role of the following :
(a)  File and folder permissions

(b)  Encryption and group policy

21. Explain the role of Software Firewall and Hardware Firewall.

22. What is PowerShell ? Describe the function of the following in Windows
PowerShell :

(a) Command-line shell
(b)  Scripting language

(c)  Automation platform

23. What do you mean by Linux Server Management ? Explain the concept of

Linux terminal and the concept of superuser.

24. Illustrate the OSI model with a diagram of the working principle.
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